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Security is the Foundation of Digitization

ALL IS SECURE

IP
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…BUT HOW DOES
REALITY 

LOOK LIKE?
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* Based on Norton Cyber Security Insights Repot 2017. 

damage TO CUSTOMERS by cyber attacks in 2017*

appx. 1 Billion
affected

appx. 98 Million
affected

appx. 23 Million
affected

111Billion 
damage

17 Billion 
damage

800 Million
damage
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…LET’S HAVE A CLOSER
LOOK…
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CYBER Defence - One Month @ DT



THOMAS TSCHERSICH | TELEKOM SECURITY

Attacks on critical infrastructure are real!  

ATTACK ON 
IRANIAN 

NUCLEAR 
PROGRAM

Destruction of 
industrial plants

SEP 2010

Attack on 
german

PARLIAMENT

Complete 
exchange of IT

MAy 2015

attack on 
UKRAINIAN 

power grid

80.000 people 
without power

DEc 2015

Ransomware 
attack on 

DESKTOP PCs

Long-lasting
IT outtages

MAY 2017

Botnet-
Attack on 

HOME RouterS

900.000 people 
without internet

NOV 2016
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…LET’S TALK ABOUT  
ATTACK(ER)S…
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Attacks are EVOlVING OVER TIME

viruses & 
Worms

Phishing

Hacker 
Collectives

Distributed 
Denial of Service

RANSOMWARE

2007

?

2013 2020

Mobile
devices
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various attackers BUT same methods

Motivation

Examples

Fame and honor,
Fun and games

Usually individuals

Defacing websites,
Reporting 
vulnerabilities to the 
public, …

Fraud, Blackmail,
Money laundering

Well-organized groups, 
Worldwide distribution,
Vast funding available

Phishing, DDoS,
SPAM, …

Expressing political 
opinions

Well-organized groups,
Worldwide distribution

DDoS, information 
leakage, …

Espionage,
Sabotage

State-controlled,
“unlimited” funding

Targeted attacks, 
DDoS, …

Intelligence 
services

HacktivistsOrganised
Crime

Resources

Classical
hackers
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…HOW DO THEY WORK?
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Attackers are working EFfICIENTly

ATTACKER SENDS 
E-MAIL WITH 
INFECTED 
ATTACHMENT

RECIPIENT OPENS ATTACHMENT AND 
THE SOFTWARE IS AUTOMATICALLY 
INSTALLED

ATTACKED COMPUTER SETS UP CONNECTION 
WITH THE ATTACKER (CONNECTIONS FROM 
INSIDE TO OUTSIDE ARE ALLOWED BY 
FIREWALL)

ATTACKER TAKES OVER 
CONTROL

ATTACKER CAN ACCESS INTERNAL SYSTEMS AND 
WORK WITH ALL DOCUMENTS AND PROGRAMS 
(COPY, MODIFY, DELETE, ETC.)

1 min0 min 4 min

3 min 6 min

full system controlconnection to the systemattack
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ARE DEFENDERS
PREPARED?
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HAVE YOU EVER SEEN THAT?
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WANNACRY: ANATOMY OF A ZERO-DAY VULNERABILITY

CIA/NSA use 

vulner-

ability

Microsoft 

Patch for 

supported 

OS

NoPetya

AVOIDABLE 

TROUGH 

PATCH

since 2012 March 12th May 12th June 27th

Zero Day Phase Known problem Phase Ignorance Phase

Microsoft 

Patch for 

outdated OS

APRIL

WikiLeaks 

went public 

& EXPLOIT 

AVAILABLE

2 0 1 7
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THE ONLY ANSWER IS… TO PATCH!
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…IS THERE ANOTHER
OPTION?



THOMAS TSCHERSICH | TELEKOM SECURITY

Reconfiguring your firewall on demand

Customer Network

Internet
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We can Operate your Firewall to become faster

Customer Network

Internet

Threat Intelligence
Dynamic Blacklisting
IP Filtering
Clean DNS

Sensor
Network
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Magenta Security Shield in Front of your Network

Customer Network

Internet

Threat Intelligence

IP Filtering
Clean DNS

Sensor
Network
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Best protection due to Managed Cyber Defense

Customer Network

Internet

Sensor
Network

24/7 Operation of all 
Security Services bei 
Telekom Security
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…IN A NUTSHELL…
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Today’s security services & mechanism are to slow

We want you to benefit from our knowledge

We want to win the RACE, you are invited to join us!

Fast detection/response enriched with intelligence is key  

Telekom Security Shield



THOMAS TSCHERSICH | TELEKOM SECURITY

MAGENTA
SECURITY

THANK YOU!
@Ttschersich


